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Unfavourable Climatic Conditions
Water
Pollution, Dust, Corrosion
Natural Disasters
Environmental Disasters
Major Events in the Environment
Failure or Disruption of the Power Supply
Failure or Disruption of Communication Networks
Failure or Disruption of Mains Supply
Failure or Disruption of Service Providers
Interfering Radiation
Intercepting Compromising Emissions
Interception of Information / Espionage
Eavesdropping
Theft of Devices, Storage Media and Documents
Loss of Devices, Storage Media and Documents
Bad Planning or Lack of Adaption
Disclosure of Sensitive Information
Information or Products from an Unreliable Source
Manipulation of Hardware or Software
Manipulation of Information
Unauthorised Access to IT Systems
Destruction of Devices or Storage Media
Failure of Devices or Systems
Malfunction of Devices or Systems
Lack of Resources
Software Vulnerabilities or Errors
Violation of Laws or Regulations
Unauthorised Use or Administration of Devices and Systems
Incorrect Use or Administration of Devices and Systems
Abuse of Authorisations
Absence of Personnel
Attack
Coercion, Extortion or Corruption
Identity Theft
Reputation of Actions
Abuse of Personal Data
Malicious Software
Denial of Service
Sabotage
Social Engineering
Replaying Messages
Unauthorised Entry to Premises
Data Loss
Loss of Integrity of Sensitive Information

